Cyber Security

Introduction
BreakDowns are easy, expert reads that break down a
subject so you can get up to speed with it. We stick to
the essentials and avoid too much complex detail so you
can gain a working knowledge of specialist areas that are
integral to the performance and safety of your firm.
These are not super technical deep dives, but practical
advice guides. So let’s starting breaking down the subject
that is…. cyber security.
Cyber crime accounts for nearly 50% of all reported
crimes and has cost UK businesses close to £100bn
since 2015.
With 43% of businesses reporting a cyber-attack or breach
last year the movement of criminal activity from the
physical to the cyber world shows no sign of abating.

Fundamentals
1. Most cyber security incidents could be prevented by
increasing awareness and delivering better training for
staff.
2. There is very rarely a single individual who hates your firm
enough to target you.
3. There are many, many people and organised groups who
will target your firm because they know that law firms
transact huge sums of money regularly.
4. If you want the highest levels of protection, significant
investments will need to be made.
5. Attacks can take many forms and they are getting
cleverer by the day, but there are some simple measures
you can put in place.
Firstly, we can break down the approach into two groups arming your people and protecting your domain.

Arming your people

Arming your people
Fighting the good fight against cyber-crime requires
training, tactics and discipline.
Training Staff
◆ How to spot fraud communications
◆ How to avoid accidental breaches
◆ How to effectively respond to either of these situations
Training your IT Team (internal or external)
◆ Technical knowledge of cybercrime techniques should
never be allowed to fall behind, however this is a swiftly
changing and highly specialised area – your internal team
may need external support or regular training to keep up
◆ Create a clear chain of responsibility and command
Training your senior Team
◆ How to respond effectively to any of the types of threat or
breach
Tactical deployment of defensive tools that they can use
(see Protecting your domain)

To achieve this, depending on your existing internal IT
resources, you may wish to add cyber security expertise
either through recruitment for that specific role or by
engaging a cybercrime trainer, or through the use of
online training.
However you choose to proceed, ensure that training is
delivered regularly and monitor its effectiveness.
Many cyber training or support services include a “mock”
cyber-attack. A typical example of this is to send all staff a
phishing email, designed to entice them to click a link and
enter some information that could be valuable to a wouldbe cybercriminal.
Being able to monitor those in the business that are
responding to these types of training based cyber “attacks”
can alert firms to the level of awareness and additional
educational that may be required amongst the user base.

Arming your people

Training the senior team can be particularly effective. To
know how your team would respond in a critical situation is
essential, particularly when they may not have considered
the fundamental questions such as ‘How would we work
together as a team, and with our suppliers, if we had no
network and no email?’ or ‘If we want our data back would
we pay a ransom?’
It is best to have your plans in place and your parameters
set, albeit in the hope that the attack won’t come. Again,
any cyber security provider will be able to give you a range of
scenarios that your team can consider, from a laptop left on
a train through to a complete denial of service attack.
The knock-on effect of running through these scenarios with
your senior team, is that they become acutely aware of the
impact of a cyber-attack and will hopefully be supportive of
the initiatives the IT Team request and put in place.

Protecting your domain

Protecting your domain
This is where cyber security becomes more technical and
where good IT suppliers can build a defence with obvious
bastions, covert ops and other scary war references (which
may well be getting a little old now!)
The simplest way to review security is to have a clear
picture of your network and infrastructure, and to focus on
protecting the flow of data in and out.
The following is a much-simplified example:-

Accidental Breaches

It’s also important to keep in mind that protecting your data
isn’t just about protecting it from external forces from the
outside. We all make mistakes and it’s easy to “hit the wrong
button” which in turn results in a breach of our own making.
Let’s examine both of these situations.
No statistics needed here, as this is definitely the most
frequent cause of data loss in law firms as it is in most
businesses. A contributing factor to this is the autocomplete
function in Outlook, that gives you suggestions as you type
an email address.
Our suggestion would be to switch this off (a setting in
Options) – frustrating as it is to type the whole address, it is
better than that feeling when you click Send and realise that
it has gone to the wrong person.
Often you realise you have done this a split second after
sending. Several firms advocate using the “delay sending”
feature which delays the sending of emails for a fixed period
of say 3 minutes (you can set this for all outgoing emails by
using Outlook’s ‘Rules’ feature).
Note: this could cause your Corporate team some anxiety if pushing for a deal.

Alternatively, there are solutions such as Egress or Tessian
who claim to have technology which identifies if emails are
addressed to the wrong person using “AI” and will prompt
the sender to confirm the correct addresses prior to really
sending them.
The simplest way to guard against accidental breach is to
introduce a practice such that all information is sent within
either password protected documents or “secure send”
emails using tools such as Mimecast or Outlooks “Encrypt”.
However, these tools are often seen as a barrier to fast and
easy communication and get push back from both the
lawyers and their clients alike. There can also be technical
difficulties depending on the software and systems of the
sender and receiver.
Lastly footer text on your emails should have a confidentiality
statement that, amongst other things, makes it clear that
if the person receiving is not the intended recipient, then
they should not rely on the contents, or take any action upon
it other than to delete the email immediately and notify
you. The horse has bolted and the barn door is swinging in
the wind, but there are decent people out there who may
comply.

Password management
Don’t leave password management to chance. Provide a
format (monitor the advice from the National Cyber Security
Centre - https://www.ncsc.gov.uk/collection/passwords/
updating-your-approach), provide advice on protecting
and storing passwords, have a process for changing and
reporting potential issues, and document all of this in a
password policy.
The current advice on passwords is counter intuitive. We
have all been brought up on “change passwords every
month” but recent research shows that this leads to more
breaches as people are more likely to “increment by one” or
write their password down.
It is therefore recommended one password is used alongside
“two factor” (or “multi factor”) authentication which requires
alternative authentication, such as approval on an app on a
smart phone as well as the password.

Emails and internet traffic

Training staff will tackle recognition and action for fraudulent
emails (which remains the highest cause of breaches)
and there are software solutions for secure email and
other applications that can use machine learning to assist
with identifying incorrect recipients. Your anti-virus and
malware protection software then steps in to check that any
attachments are free of malicious code on opening.
The loss of significant sums of money from client and office
accounts often comes from intercepted emails and cloned
web sites. We won’t go into too much detail here as this
has been prevalent in law firms and most have methods in
place to avoid being duped but, in brief, the cyber-criminal
uses software to monitor communications or clones a web
site with the intention of intercepting communications and
convincing the paying party to send their payment to a bank
account owned by the cyber-criminal.
The emails you receive can be very convincing and often the
cyber-criminal will do extra background research to ensure
that they time their communication well and that they follow
the tone or previous communications.

Data transferring between parties/integrations
Secure your communications with other parties with the
use of certificate-based encryption technology such as TLS
(Transport Layer Security) and SSL (Secure Socket Layer),
they are simple and cheap to set up and most third parties
have this in place ready to use.
Firms may also wish to consider using email encryption
technologies, that allow them to send emails that contain
additional security mechanisms so only the intended
recipient can open and view the email and its contents.
When taking on a supplier do your due diligence – how do
they protect your data in transit and at rest. Ensure that you
have a GDPR agreement in place with any party that can be
classed as a Controller or Processor.
If you are considering transferring data and documents
to other parties then you should consider using a secure
file transfer site (or portal), file transfer features within your
secure email system and/or a data room facility. Any of these
products must have passed your rigorous due diligence of
course.

Remember also that if you use a 3rd party to store,
manipulate or manage your data they may be the cause of
a leak. For example, if you used a 3rd party internet backup
solution which was hacked, and your client data was taken
you would be deemed responsible.
Malicious/Accidental data loss via staff
One would think that any type of removal of data by
staff within an organisation is rare, but it is perhaps more
common than you think where exiting staff are concerned.
They may wish simply to take their favourite precedents with
them, without realising that the last client’s details are still in
that document, or they may decide to print a key contact list.
The vary rare examples are those where a member of staff
has been ‘paid off’ or in some other way encouraged to get
data out of the organisation.
One of, if not the most common reportable GDPR breach is
for staff to email client work to their personal email address
so that they can work on it out of hours on their personal
computer. Whilst the member of staff is trying to do the
right thing by their clients and firm, it is actually a serious
breach.

Malicious Activity by external parties
This type of activity is where the most damage can be done
to the business in terms of both reputation and profitability
Generally, accidental data loss, misdirected emails and
other such breaches affect a small number of parties. If
your network is infiltrated or access is denied, then all the
information you hold may be at risk of being lost, damaged
or exposed.
There are a number of ways that this can be facilitated, the
most common of which are:1. Code embedded in email attachments or other files
coming into the domain.
2. Convincing a member of staff to provide their password
(phishing emails that then link to a web page that looks
genuine, i.e. ‘Hi, this is the IT Team, please follow this link
to log in and see your outstanding tickets.’.
3. Brute force attacks where the attacker tries bombarding
the system with password combinations to find the right
one.
4. Denial of service attacks where the attacker floods your
network with incoming data so that they block access to
genuine traffic.

Any of these examples can be achieved with ‘social
engineering’ tactics (exploiting human psychology to
manipulate a situation) used by the attacker to win trust and
gain access to networks, possibly through access to physical
buildings.
A common outcome of the above is that your firm will be
asked to pay a ransom (the malicious code is often called
‘ransomware’). The cybercriminal will have either gained
access to your data and will prove to you that they can
expose it, they will lock down your data so that you cannot
access it without a decryption key or they will continue to
disrupt your ability to trade with a denial of service attack
until such time as you pay the ransom.
Unfortunately, there is often little that can be done other
than to pay the ransom, and even then, there is no guarantee
that the decryption key will work. To labour my previous
analogy, the battle is lost, it is now about damage limitation
and rebuilding your defences.
Managing a breach of this nature and the penalties under
GDPR is a matter for another article!

Network routers and firewalls
Your routers and firewall software are critical in protecting
your network domain.
In very simple terms, routers ensure that traffic in and out of
your network is being sent to the correct destinations, but it
is essentially the firewall that acts as the “gatekeeper”.
The firewall should be properly configured to identify “who”
from the outside is allowed access “what” in your network.
This is done through a series of rules which should be
regularly reviewed.
It is essential that these devices are fully up-to-date, fully
patched to latest versions and actively managed and
monitored.
Most firms have this aspect well covered.

Mobile working
Virtual desktop technology, virtual private networks and
mobile device management software should ensure that
your data is protected, extending the domain boundaries to
cover devices wherever they are.
Review this regularly to ensure that your solutions are up-todate.
Web filtering, anti-virus & anti-malware software
It goes without saying that all three elements must be
deployed and actively managed to ensure that your
environment if fully protected against web and email-based
security attacks.
Web filtering will ensure that staff cannot get to the web
sites that could cause damage.
Anti-virus will block the more traditional and known
malicious code from being downloaded or run.
Anti-malware is used to detect more advance or previously
unseen threats such as ‘zero day’ attacks.

Version and patch management
New versions and patches are released to match the
evolution of new cybercrime code – the pace is frightening.
It is essential that you test and release new versions of the
software you use as soon as you can.
Consider your applications and data stores and how you
can protect them in the event that a cybercriminal makes it
across your domain border. Can the data be encrypted?
Onion layer protection
An absolute must for firms is to implement Multi Factor
Authentication (MFA).
This applies an additional level of security beyond the
standard username and password which requires an
individual to authenticate themselves using an app or their
smartphone or similar. This ensures that even if usernames
or passwords are compromised, criminals will not be able to
gain access to accounts.

Penetration Testing

(‘pen testing’ as it is more commonly known)

You cannot really know where your network or data is
vulnerable unless you give it a kick!
A pen tester will act like a cyber-criminal and attempt to
break in and then attempt to break out data. They report
their findings back to you and will advise on the measures
that you should take.

Equipment destruction and redeployment
Data can travel be stored to devices without your knowledge.
For example, most desktops, laptops and mobiles will ‘cache’
information into memory so that it can be more quickly
accessed next time. Also, printers (particularly the multifunction devices used in offices) store print jobs to disk.
It is essential that this information is cleared before the
device is redeployed or turns up at a tip!

Domain protection – stepping it up
There are a number of additional solutions that can be
applied within the domain but for many firms there is a
balance between the cost of the solution and the benefits
gained. Fortunately, some of these solutions are coming
down in price and/or being delivered as modules that you
can start to make use of.
Here are some examples:
◆ Data Loss Protection (DLP) Monitors the movement of
data inside your domain and as it exits the domain and
compares it against the rules and policies that should be
applied,
◆ Intrusion Detection System (IDS) Monitors user
activity and behaviours on the network and alerts when
anything unusual happens (i.e. a person logs in at 3 am
in the morning and that is not their usual behaviour).
◆ Engaging an external Security Operation Centre
(SOC) Many cyber security firms will provide a SOC
service along with the tools to manage and monitor
your network (including DLP and IDS).

Assessing and demonstrating your cyber
competence
Cyber Essentials is most basic certification that you should
and will be expected to have in place.
It is a simple process and low cost, but it asks questions
to establish that you have the basic security provisions in
please. There is no external audit.
Ideally you should be looking to achieve Cyber Essentials
plus or ISO27001 accreditation.
These are more stringent in their requirements, more
expensive, are externally audited, but no doubt clients
(particularly B2B) will be looking for certification at this level.

“Everyone has a plan
until they’ve been hit”
– Joe Lewis, Boxing Heavyweight Champion

Summary of advice

Summary of advice
This article is not an exhaustive review of cyber security
measures but covers the basics, which are:◆ Train your staff, IT Team & Senior/Breach Team
◆ Monitor your web filtering, anti-virus & anti-malware activity
◆ Test and apply upgrades & patches to all software as soon as
possible
◆ Use secure email/file transfer/data room products
◆ Make use of virtual/encrypted desktop technology, virtual
private networks & mobile device management to protect
mobile working
◆ Turn off autocomplete & delay sending emails.Invest in
secure email software and/or email data loss protections
software. Check your footer text.
◆ Ensure active router & firewall management
◆ Protect communications with TLS and/or SSL
◆ Protect assets within your network (onion layers)
◆ Perform ‘pen testing’
◆ Monitor equipment destruction & redeployment
◆ Consider data loss protection
◆ Build a comprehensive Security Policy
◆ Get accredited
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